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YACTHAA MOAENB YIPO3

6e30nacHOCTH NepcoHanbHbIX AaHHbIX npu ux 06pabotke B MHPOPMaLMOHHOI
c1cTeMe NepcoHanbHbIX AaHHbIX «Ynpasnsiowas opraHusaumusa»

ropoa Yenabuwck 2025 rog
Pasgen I. OBLLME NONOMEHUSA

1. Hacroawmit gokyment MOArOTOB/IEH B pamKax peanusauuu MEpPONPUATUIA, YTBEPKAEHHbIX
«[oNMTUKOIM B OTHOLWEHMUM 06paboTku U 3aLUTHI MEPCOHANbHBIX AAHHbLIX», YTBEPXAEHHOIO
Aupektopom 01.12.2025 ropa.

2. YactHas moaenb yrpos 6esonacHocty (hanee no Tekcty — Mogens Yrpo3s) nepcoHanbHbix
AaHHbIX (Aanee — MAH) npu ux 0bpaboTke B MHPOPMALMOHHBIX CUCTeMax NepcoHasibHbIX
AaHHbIX  (ganee —  UCNAH) YTBEPKOAETCA AMPEKTOPOM U sABAseTcs BHYTPEHHUM
/IOKanbHbIM HOPMATUBHLIM  akToM ObLLecTBa ¢ OrpaHUYEHHO! OTBETCTBEHHOCTbIO «[Mapk-
Cepsuc» (ganee no Texcry — O6wecTso).

3. Hacrosawas Mopgens YIPo3 onpenenseT nepeyeHb yrpos ans MCNAOH Ne1 «Ynpasnasatolas
OpraH1sauma» U ux akTyasbHOCTb.

4. [fanHas Mogens yrpos Y4UTbIBAETCA npu  onpegeneHun Heobxoaumoro YPOBHSA
3aUMLLIEHHOCTU NEPCOHANbHBIX AaHHbIX, obpabaTbiBaembix B MCNAH Nel O6uwectsa.

5. Mogenb yrpos moskeT 6biTh nepecmoTpeHa:

- Mo pelleHnio Komuccum no nepcoHanbHbIM AaHHbIM ObuwiecTBa Ha ocHoBe nepuoamuecku
MPOBOAMMbBIX aHanu3a M OLUEHKW yrpo3 6e30macHocTy NePCOHa/bHbLIX AaHHbLIX C Yy4YeTom
ocobeHHOCTeN U (UAK) U3MEeHEHME AAHHON MHPOPMALIMOHHON CUCTEMBI;

- B CNy4Yae M3MeHeHua B cocTase U TEPPUTOPUANBHOM PacnoNOMKEHWUM TEXHUYECKKUX CpeacTs
MCNAH Nei;

- M0 pesynbTatam MeponpuATHii MO KOHTPOIO 33 BbINOAHEHMEM TpebosaHuit K obecneyenuio
BesonacHoCTM NnepcoHanbHbIxX AaHHBIX Npu 1x 06paboTke B MHGOPMaLMOHHOM chcTeme.

6. YactHaa mogenb yrpos 6esonacHocTu NepCcoHanbHbIX gaHHbIX, 0bpabaTbiBaembix B ncnau
Nel «Ynpasnsiowas OpraHusauma» paspabotaHa c yyetom TpeBoBaHMii cneayowmx
3aKOHOAATE/IbHbIX aKTOB M HOPMATUBHO-METOAMYECKMX JOKYMEHTOB:



- degepanbHbiii 3akoH ot 01.01.2001 roaa «O nepcoHanbHbIX AAHHBIX?.

- MoctaHoBAeHue [1paBUTENBCTBA Poccuiickoi degepaumm ot 1 HoAbpa 2012 ropa Ne 000 «06
yTBepaeHun TpebosaHuii K 3aluTe MEpCOHasIbHbIX paHHbIX npu ux obpaboTke B
MHPOPMALLMOHHBIX CUCTEMAX MEPCOHANBHBIX AAHHDIXY.

- NMpukas ®CTIK Poccuu ot 18 despana 2013 roga. Ne 21 «06 yteepxaeHuu Cocrasa u
coepKaHWA OPraHM3aLMOHHbIX 1 TeXHUYECKUX Mep Mo obecneyeHunio HesonacHocTu
nepcoHasbHbIX AaHHbIX NpU WX 06paboTke B MHOOPMALMOHHBIX CUCTEMAX MEPCOHANBHbIX
[aHHbBIXY.

- MopAgoK NpoBefeHWa Knaccudurauum MHOOPMALMOHHBIX CUCTEM MEPCOHaNbHbIX AaHHbIX,
YTBEPXAEHHbIA COBMECTHbIM MPUKasoM ®CTIK Poccum, ®CB Poccuu, MunuHdopmcsasm
Poccun ot 01.01.2001 roga Ne 55/86/20 (aanee — «MopaAoK nposeneHus knaccuduKaumm
UCNOH»).

- BasoBas Mogenb yrpo3 6e30nacHoCT¥ MepcoHanbHbiX AAHHBIX npu ux obpabotke B
MHOPMALMOHHBIX CUCTEMAX NEPCOHA/BbHBIX AAHHBIX, yTBepkaeHHas npukasom GCTIK Poccum
15.02.2008 ropa.

- MeToauKa onpefeneHns aKTyasbHbiX yrpos 6e30MacHOCTU MEPCOHabHbIX A3HHbIX MPU MX
obpaboTke B MHPOPMALMOHHBIX CuCTEMAX MepcoHasibHbIX AaHHbIX, YTBepXAeHa MpUKasom
@ CTIK Poceumn 14.02.2008 roga.

- TonoxeHne o merogax W cnocobax 3aluTh uHbopmaLum B MHPOPMALMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX, YTBEPXKAEHHOE npukasom ®CT3K Poccun Ne58 ot 5 despana
2010 ropa.

Pasgen Il. YACTHAA MOJE/1b YIPO3 6esonacHocTy NAH npu ux o6pabotke B UCMNAH Nel
«Ynpasnalouwan opraHusauua»

1. MNapametpbl UCMAH N2l «Ynpasaaowas opraHusauus»

B cooTseTcTBMM C TpebBOBaHMAMM K 3aliuTe NepcoHa/bHbIX AaHHbIX MPU nux obpaboTke B
MHPOPMALMOHHBIX CUCTEMAX NEpCOHaNbHbIX  AAHHDBIX, yCTaHOBNEHHbIX [locTaHoBAEHUEM
Mpasutenbcrea Poccuiickon ®efepaumm ot 1 Hosbpa 2012 roaa Ne1119, UCMAH Nel asnfeTcs
MHPOPMaLMOHHOM cuctemoli, obpabaTbiBaloleil MHble KaTeropuu nepcoHasbHbIX JaHHbIX
meHee yem 100.000 cybvektos [MAH, ANA KOTOPOI aKTya/ibHbl Yrpo3bl besonacHoCTH
NepcoHanbHbIX AaHHbIX 2-T0  Tuna, CBA3aHHbIE C HaAuumMem HefOoKYMEHTUPOBAHHbLIX
(HepeknapuMpoBaHHbIX) BO3MOMHOCTE B  MPUKIaAHOM NpOrpammHOM obecneyeHuu,
ucnonbsyemom 8 WCMOH Nel, u ans KoTopoit Heobxogumo obecneuntb 3- ypOBeHb
sawmwieHHocTy MOH npy nx obpaboTke B AaHHOW MHGOPMaLMOHHON CUCTEME.

B Tabnuue N2l npeacTtaBneHbl napameTpbl MCNAu Nel «YnpasnaoLan opraHusauna.

Ta6bnuua Nel

Crpyktypa UCMNOH JloKkanbHaA MHGOpMaLMOoHHas cucTema, BCA obpaboTka NAH
Npou3BOANTCA B pamKax 0/JHOM NIOKaNbHOIA BbIYUCAUTENBHON




Crpyktypa UCMNAH

JlokanbHas UHPopMaLMOHHan cucTema, Bea obpaboTka NAH
NPOM3BOAUTCA B PaMKax OAHOM JIOKaNbHOM BbIYUCAUTENBHOM
CeT, MMetoLLel aBTOMaTU3MPOBaHHble paboune MecTa (APM)

Moarnouenne UCMIH K ceTam obwero
NONb30BaHUA U (UK) ceTam
MeXayHapoaHoro MHbopMaLMoHHOro o6meHa

MHPOPMALIMOHHAA CUCTEMA UMEET MOAK/IOUEHMA K CETAM CBAM
obuiero no/1b30BaHUA U/UN CETAM MEXAYHAPOAHOrO

UHPOPMaLMOHHOro obmeHa

Pexxum obpabotku MOH

MHOTOMNoNL30BaTeNbCKMMA

Pexum pasrpaHuyeHns npas gocryna
nonb3osatenek

C pasrpaHMyYeHWAMM Npas gocTyna

MeCTOHax0MaeHUe TEXHUYECKUX CPEACTE
ucnax

B npegenax Poccuiickoit Pegepauum

Kateropus NfH, o6pabaTbiBaemMbix B MCnax

obpabarbiBaiolwan NnepcoHanbHble AaHHbIE PaBOTHUKOB
ObLecTBa, NepcoHanbHble AaHHbIe COBCTBEHHUKOB
(HaHuMaTeneit) nomewweruii MKJ, Haxogawwmxca B
ynpasnexnn O6uiecTsa, U MHbIE KaTEropuu NepCoHaNbHbIX
AAHHBIX CYGbeKTOB NepPCoHanbHbIX AaHHbIX, He ABNAOLLMXCA

paboTHUKamu ObecTsa

O6bem MNOH, o6pabaTbiBaembix B UCnan

MAH meHee 100.000 cy6bekTos MAH

3agaHHble xapaKkTepucTUku 6esonacHocTu nax

CreunanbHan MHGOPMaLLMOHHAA cUCTEMa

2. UcxoaHbIii YpoBeHb 3alMLLEHHOCTH UCNAH Nel.

MoA UCXOAHBIM YpOBHEM 3alMIEHHOCTM - Y1. - NOHUMaeTcs onpeaenaembli

3KCMEPTHBIM

nyTem o0606LLeHHbIA noKasaTens, 33BUCALLMA  OT TEXHUYECKUX M SKCM/IYaTaLMOHHbIX

xapakrtepuctuk UCMAH.

B Tabnauue Ne2 npeacrasneHsi XapPaKTEPUCTUKM YPOBHA UCXOLHOM 3awmiteHHocTn UCMOH Nel

«Ynpasnsaolas opraHusaumay.

Ta6nuua No2

TexHuyeckue 1 aKcnyaTaLMoHHble Xapaktepucruku UCNAOx Nel YpoBeHb

3awmueHHocTy (Y1)

Tunbl XapakTepucTuk Xapakrepucrukmu UCMNOH Nel Bbicokuii | CpeaHuii | Huskuid
lMo TepputopuansHomy pasmeLLeHuio nokanoHaa UCMAH, passepHyTan B + - -
npegenax o4HOro 3aaHua
lo Ha/MuKIO CoBAMHEHMA C CETAMM MCMNAH, Mmerowan oAHOTOYEYHbIN BXog |— - +
obulero nosbL30BaHKA B ceTb 06Lero nonL30saHUA
Mo BcTpoeHHbIM (neranbHbim) onepauuam 4TeHWe, NOUCK, 3aNucb, yaaneHue, + — =
C 3anucAMu 6a3s NepcoHanbHBIX AaHHbLIX COPTUPOBKA, KONMPOBaHKe,
MoauduKkauma, nepegava
lMo pasrpanuyeHuio goctyna K MCMNAH, Kk KoTopoit umeet gocTyn = - +

MepPCOHaNbHLIM AaHHbLIM onpesenexHbli nepeydeHb paboTHUKOB
Obwecrsa, 1160 cybbext MH




Mo HaNWYMIO COEAMHEHWUIA C APYTUMM WMCMAH, B KOTOPOW MCNONb3yeTcs +

Bazamu MNOH MHbIX UCMOH HecKoNbKo 6a3 MH, NpMHaNeKaLLMX

Obwectsy
Mo yposHio 0606weHun (06esnmumsatua) |UCNAOH, B KoTopoi MAH - + -
NAH 06e311MunBaloTCA B COOTBETCTBUM C

TpebosaHuamu npuHaToro B OblecTee
NOKaNbHOro HOPMaTUBHOTO aKTa

1
+
I

Mo o6bvemy MOH, KOTopble WCNAOH, npefoctasnawLLas yacts MNAH
npegocTaBAATCA CTOPOHHUM
nons3oeatensm MCMNOH 6es

npeasapuTesbHoi 06paboTku

BbIBOA: UCNAH Nel umeeT cpeaHMiA YpOBEHb UCXOA4HOI 3aLMLLEHHOCTH, Tak Kak bonee 70%
XapaKTEepUCTMK COOTBETCTBYIOT YPOBHIO He HuKe «cpegHuit». [lokasatenb WCXOAHOWM
3awmueHHocTn Yl= 5%,

3. BepoATHOCTb peanusauumu yrpos 6esonacHoctu MAH

Mop, BEPOATHOCTbIO peanu3auuy yrposbl MOHMMAETCA OnpefenAaemMblil 3KCNepTHbIM MyTem
nokasatens —Y2., XapakTepusylwWwMid, HACKONbKO BEpOATHbIM ABAAETCA peanusauua
KOHKpeTHOM yrpo3bl 6e3onacHoctv MAH ana UCNAH Nel B cKnaabiBalOWMXCA YCAOBUAX
06CTaHOBKU.

B tabnuue N3 npuseaeHO ONMCaHUe KaxaoW yrposbl U AaHbl 0606LieHHble BEpOATHOCTY
peasiu3auum yrpos v OLLeHKa ONacHOCTU Kaxaoit yrpo3ssl ana UCTOH Nel.

Tabnuua Ne3

Tun yrpo3 6esonacHocty MOH Koadpdbuumenr OueHKa
BEPOATHOCTH 0OnacHoCTH
peanusaymu yrposbi**®

(v2)?

! UexopHan creneHb 3alMILEeHHOCTM ONPeaenaeTca cneayowmum obpasom:

WCMAH MMmeeT BbICOKWIA YPOBEHb MCXOAHOM 3alUMLLEHHOCTW, ecnu He meHee 70% xapaktepuctur WCMOH
COOTBETCTBYIOT YPOBHIO «BLICOKMI» (CyMMMpPYIOTCA MNONOXUTENbHBIE peWeHWa no nepsomy cronbuy,
COOTBETCTBYIOLLEMY BLICOKOMY YPOBHIO 3aALUMLLEHHOCTM), @ OCTafbHble — CPeAHEeMY YPOBHIO 3aliMUEHHOCTHU
(nonouTenbHbIE pelueHus no BTopomy ctonbuy) (Y1=0).

WCN/OH umeeT cpeaHuil YpoBeHb MCXOAHOW 3aLMLIEHHOCTH, €CIM He BbINOMHAKOTCA YCAOBUA MO MYHKTY 1 U He
meHee 70% xapaxtepuctuk MCMNH COOTBETCTBYIOT YPOBHIO HE HUXKE «CpefHuil» (Bepetcs OTHOLWeEHWE CyMMbl
MONOMUTENbHbIE PEleHUi no BTOpoMy cTonbly, COOTBETCTBYIOLIEMY CPeAHEMY YPOBHIO 3alUMLIEHHOCTH, K
06LLUEMY KONMYECTBY PEeLLeHUit), @ OCTaNbHbIe - HU3KOMY YPOBHIO 3almweHHocTH (Y1=5).

WCMAH MMeeT HU3KYI0 CTENEeHb MCXOAHOM 3aLUMLLEHHOCTU, €CIM HE BbIMOJHAETCA YCN0BMA NO NYHKTaM 1nm2(Yl=
10).



Yrposbl yTeuku BusoBoii undopmaimm

MpocmoTp nHdopmaumm, otobpaxaemoii Ha Ancnaee MoHUTOpa 5 cpenHas
COTPYAHMKAMM, He AoNyLieHHbIMU K 0BPaBOTKe NepcoHanbHbIX OaHHBIX

MpocmoTp uHdopmauum, oTobpaxaemoii Ha Aucnnee MoHuTOpa 2 HMU3KaA
NOCTOPOHHMMM NMLLAMM, HAXOAALLMMMCA B NOMELLEHUH, B KOTOpOM BegeTcs
06paboTka nepcoHanbHbIX AaHHbIX

MpocmoTp uHdopmalm, oToBpaxaemoii Ha Aucniee MoHUTOpPa 0 ManoBepoATHa
MOCTOPOHHUMM NMLEAMM, HAaXOAALMMKCA 3a Npedenamu NnomeLLeHus, B
KOTOpom BeseTca 06paboTka NepcoHanbHbIX AaHHbIX

Yrposbl yTeuku nHdopmaLmm no KaHanam MIMMUH. SNeKTPOMArHUTHBIE KaHanbl yTeuku uidopmayum.

Mepexeat no6ouHbIX SNEKTPOMATHUTHBIX N3/Ty4eHWUI 3NEMEHTOB OCHOBHBIX |0 ManoBepoATHa
TEXHUYECKMX CPeACTB U cucTem (OTCC)

Cvem HaBoA0K NOBGOYHBIX 3NNEKTPOMArHUTHbIX U3NTYYEHUIA OCHOBHbIX 0 MaNioBepoATHa
TEXHUYECKUX CpeacTs U cuctem (OTCC) ¢ AUHMIA CBA3M, TEXHUYECKUX CpeacTs
M CUCTEM KOMMYHUKaUmiA

Yrpozbl yreuku nHbOpMaLum no KaHanam NM3MUH. dneKTpUYEecKUe KaHabl YTeUKu uHdopmaLmm

Cbem HPOPMALMOHHBIX CUrHANOB C AUHUI 3NEKTPONUTAHUA OCHOBHbIX 0 MafioBepoATHa
TEXHWHECKMX CPeACTB 1 cucTem (OTCC)

Cbem MHPOPMaLMOHHDLIX CUTHANOB ¢ Leneit 3azemnenus OCHOBHbIX 0 ManoBepoaTHa
TEXHUYECKUX cpeacTs u cuctem (OTCC) 1 BCMOMOraTebHbIX TEXHUYECKHX
CpeacTB 1 cuctem (BTCC)

Yrposbi yTeuku MHbopMaLuK no kaHanam M3IMMH. MapameTpuueckue KaHansi YTeYKM uHbopmaymum

Mepexsat uHpopmavu nyTem "BbICOKOYACTOTHOrO 0BAYYEHUA" OCHOBHbIX 0 ManoBepoATHa
LTEXH MYECKUX CpeacTs u cuctem (OTCC)

Hucnosoi koadduuneHT (Y2) ana oueHKu BEPOATHOCTM BOSHWKHOBEHWA Yrpo3bl onpegensercs no 4
Bep6anbHLIM rpafiaLumMam 3Toro nokasartens:

ManoBepoATHO - OTCYTCTBYIOT 0B BLEKTUBHbIE NPEANOCHLINKM ANA OCYLUECTBACHMUA Yrpo3bl (Y2 = 0);

HWU3KaA BEPOATHOCTL - 06bEKTUBHBIE NPesnockIAKY ANA PENU3aLMK Yrposkl CYLIECTBYIOT, HO MPUHATbIE MEpI
CYLLECTBEHHO 3aTPYAHAIOT ee peannsaumio (Y2 = 2);

CPEAHAA BEPOATHOCTb - 0GLEKTUBHLIE NMPEANOCHINKA ANA PeanusaLum yrposel CyWECTBYIOT, HO MPUHATBIE Mmepbl
obecneyenmnn 6esonacHocTu MOH HepocTaTouHsl (Y2 = 5):

BbICOKaA BEPOATHOCTL - 06bEKTUBHBIE NPEANOCHIKY ANA  peannsaLnu  yrposbl CYWECTBYIOT M Mepbi Mo
obecneveHuio 6esonacHocTy NAH He npuHaTe! (Y2 = 10).

3
OueHka onacHoctu Yrposbl onpefenAeTca Ha OcHoBe onpoca cneuuanucTtoB no BepsaanblM noKasarenam
ONacHOCTU C TPeMA 3HAYEHUAMM:

HW3KAA ONAaCHOCTb — eC/M Peanu3auna yrposbi MoXKeT MPUBECTU K HE3HAYUTENbHBIM HEraTMBHLIM NOCNEACTBUAM
ANA CyOLEKTOB NEPCOHANbHBIX AaHHBIX;

CPeAHAA ONacHOCTb — eC/IM Peanu3aLma yrposbl MOXKeT MPUBECTU K HEraTMBHLIM MOCNEACTBUAM ANA CYGHLEKTOB
MEPCOHANBHBIX AaHHbIX;

BbICOKaA ONACHOCTbL — €CAM Peanu3auma yrposbl MOXKeT MPUBECTU K 3HAYUTE/IbHBIM HEraTMBHLIM NOCAEACTBMAM
ANA CYOLEKTOB NePCOHaNbHbBIX AaHHbIX.



¥Yrposbl, peanusyembie npu ¢usnMyeckom gocryne

Kpaxa M3BM 0 ManoBepoATHa
Bbisog 13 cTpoA y3nos M3BM, kaHanos cBaAsu 0 ManoBepoATHa
Kpaa anemeHToB (ecTkuit auck) M3BM 0 MasioBepOoATHa
HecaHKUMOHMPOBaHHLIM JOCTYN K MHOOPMALMU MPU TEXHUUECKOM 2 HU3KanA
obcayueaHum (pemoHTe, MoAepHU3aLyn) NMIBM

Kpaska knioueit oT nomelleHui, celtdos 2 HWU3KanA

Kpaka HocuTenel Knwyesoi nHbopmaLlum 2 HU3KaA

Kpaa MHAMBUAYaNbHbIX YCTPOWCTE MAEHTUDUKALMM 2 HK13Kas
Vrposbl, BO3HUKAIOLME NPU UCTIONB30BAHMM CbEMHBIX HOCUTENE NEPCOHANBHBIX AaHHbIX

Kpaka cbemHbix Hocuteneid Max 0 ManoBepoATHanA
Mcrnonb3osaHue He yuTeHHbIX HocuTenel MAH 5 cpepHsas
Y1paTta cheMHbIX HocuTeneit MaH 2 HU3KaA
Yrpozbi BHeAPEHUA NPOrPaMMHbBIX 3aKNaf0K

KomnbloTepHbIe BUPYChI 2 HWU3KanA
HecaHKLMOHMPOBaHHaa MOAMGUKALIUA AW YHUMTOXEHHNE 3aLuMLLaeMoi 2 HU3KanA
MHbOPMALMK

HecaHKUMOHMPOBaHHbIN NepeHoc 3alwmwaemoil nHdpopmaumu Ha TBepaylo |2 HWU3Kan

KOMuio

HecaHKUMOHMPOBaHHbIA 4OCTYN BHELWHMX HapyluMTenei k pecypcam MCMAH 2 HU3KaA
3arpy3ka OC ¢ BHelwHux HocuTened (CD, DVD, USB Flash, BHewHwii USB - 0 MafiOBEPOATHO
BUHYECTEP U T. A.)

HecaHKUMOHWPOBaHHOE OTKNIOHEHWE CPEACTB 3aLlUThI 0 Ma/ioBepOATHO
Yrpo3bl HeCaHKLMOHUPOBaHHOTO AOCTYNa NO KaHanam cBAsK

MepexsaT MHdOPMaLMK, Nepesasaemoit No IoKaaLHON ceTh 2 HM3KaA
MNepexsaT MHGOPMALMM, NEPEAABAEMO MO CETAM MEXAyHapoaHoro obmeHa |0 ManoBepoATHO
CKaHMpOBaHWe, HanpasneHHoe Ha BbiasneHue Tuna OC, OTKPbLITLIX NOPTOB U 2 HWU3Kas

cnymb, OTKPLITbIX COBAMHEHMUIA 1 ap.

Mopbop naponeit yepes I0KaNbHYIO BLIYMCAUTENBHYHO CETb OpraHu3aumnu 5 cpeaHuit

MM CeTV MexayHapogHoro obmeHa

HeCcaHKLMOHMPOBaHHbIN AOCTYN Yepes CeTU MeXayHapoaHoro obmeHa 5 cpeaHuia
HecaHKLMOHWPOBaHHbIN AOCTYN Yepes OKaAbHYIO BEIYUCAUTENBHYIO CETb 5 cpeaHuit
opraHusauum

HecaHKLUMOHMPOBaHHbIN yAaneHHbI! 3anyck NPUAOKEHN 2 HU3Kas




MoAmeHa AoBepeHHOro 06beKTa cety 5 cpeaHui

BHeapeHue noxHoro o6bekTa 5 cpeaHuii

HaBA3sbiBaHMe N0XHOro MaplpyTa 2 HU3Kan

¥rposel HenpegHamepeHHbIX gelicTeumii BHYTPEHHWX Hapywureneii

HenpesHamepenHan mogudukauma unm YHUUTOXKEHKUEe MHbOopMaLLMK 0 MafoBepoATHO
COTPYAHUKaMK, AOMYLLEHHbIMM K ee 06paboTke

HenpeaHamepeHHoe oTkmoYeHue CPeaCcTB 3almThbI 0 ManoBepoATHO
YTpara kito4eli oT nomelenmii, celidos 2 HM3KasnA

YTpaTta HocuTeneit Knyesoii WHPOpMaLLMK 2 HU3KaA

YTpara MHAMBKAYaNbHBIX yCTpOiicTs UaeHTUdUKauum 2 HM3Kan

Yrpo3bl HefleKNapMpPOBaHHbIX (HeAOKYMEHTMPOBaHHbIX) BO3MOMKHOCTEH

Yrposbl, cBA3aHHbIE ¢ Hafuunem HeAEeKNapupoBaHHbIX 0 ManoBepoATHa
(HEAOKVMEHTHPOBaHHbIX) BO3MOXKHOCTeIi B cucTemHom M0, UCNoNb3yemom B

UCNAaw;

Yrposbl, cBA3aHHbIE C HaMYeMm HeAEKNapMPOBaHHbIX BO3MOMHOCTEN B 2 HU13Kan

npuknagHom MO, ucnonbayemom B UCNAOk;

Yrpossi, He CBA3AHHbIE € HaMyMem HEAEKNapMPOBaHHbIX BO3MOXHOCTEN B |0 ManoBeponTHa
nporpammHom obecneyeHum, ucnonbsyemom 8 UCMAOH '

Yrposbl HeaTponoreHHoro Xapakrepa

Cboit cuctemsl 3NEeKTpocHabxeHuns 2 HU3Kas

CruxuiiHoe 6epctane 2 HU3KaA

4. OueHKa BO3MOXHOCTM Peasu3aLym 1 onacHocTy yrpos

Mo utoram oueHku YPOBHA 3awwuieHHoctu (Y1) u BeposaTHoCTU peanusaumumn yrpossr (Y2),
paccuuTbiBaeTCA KoapduuMeHT peanusyemocty yrposel (Y) v onpegensertca BO3MOMHOCTb
peanusaummn  yrpossl. KoadduumeHnt peanusyemoctn yrposel Y 6ymer onpegenatbes
cooTHoweHuem Y = (Y1 +Y2)/20.*

B Tabnuue Ne4 npusepeHo onucanue Yrpo3bl, AaH pacyeTHblil KoapduLMeHT peannsyemocty
yrposb! (Y) u onpegensercs BO3MOXKHOCTb peanusauum yrpossi.

Tabnuua Ne4

Tun yrpos GesonacHoctu NAH Koadduuymnent |BoamorkHocTs
peanusyemoctu | peanusayum
yrposei (Y)

* PaccuuTaHHbIi Mo gpopmyne Y=(Y1+Y2)/20 kosdpdpuument PEaNU3yemMoCT1 Yrposbl ONpeaenseTcs No caeyiowmm
AnanasoHam: 0>Y>0,3 — uskas; 0,3>Y>0,6 — cpeaHsan; 0,6>Y>0,8 — Bbicokas; Y>0,8 — oueHb BbICOKasn



VYrposbl yTEUKM BUA0BOH nHbopMmaLmm

MpocMmoTp MHbOpMaLLMK, 0ToBpakaemoii Ha Aucniee MOHUTOPa 0,35 cpegHan
COTPYAHUKaMU, He AONYLIeHHbIMK K 06paboTke NepcoHanbHbIX AaHHbIX

MpocmoTp MHbopMaLMK, oToGpaxaeMoii Ha aucniee MoHUTOpa 0,35 cpeaHas
NOCTOPOHHMMM ANLLAMY, HAXOAALLMMUCA B MOMELLEHWH, B KOTOPOM BEAETCA

06paboTKa NepcoHanbHbIX AaHHbIX

MpocmoTp MHbopmaLu, oTobpaxaemoii Ha Aucniee MOHUTOPa 0,35 cpepHan

NOCTOPOHHUMM NMLLIAMM, HAXOAALMMMCA 33 Npeaenamm nomeleHus, B
KoTopom Beaetcs 06paboTka nepcoHabHbIX AAHHbIX

Yrpo3sl yTeuku uHpopmaiium no kaHanam NMIMKWH. SneKTpomarHUTHbIE KaHaNbl YTEUKU uHbopmayum.

MepexsaT N06OYHbIX 3EKTPOMATHUTHbIX M3/TY4EHNIA 3NEMEHTOB OCHOBHbIX 0,25 HU3Kaa
TeXHU4EecKMx cpeacTs U cuctem (OTCC)
CbeMm HaBOAOK NOBOUHBIX 3NE€KTPOMATHUTHBIX U31YYEHWI  OCHOBHbIX 0,25 HU3Kasa

TeXHUYEeCcKUX cpeacts u cuctem (OTCC) ¢ IMHUIA CBA3M, TEXHUYECKNX CPEACTB U
CUCTEM KOMMYHUKALWIA

Yrposb! yTeuku mHbopmaumyu no kaHanam NM3IMMUH. neKTpUUECcKUe KaHanbl yTeuku nHGopmauum

CbeM MHGOPMALIMOHHbBIX CUTHA/0B € IMHUIA 3/IEKTPONMUTAHUA OCHOBHBIX 0,25 HU3KasA
TEXHUYECKMX cpeacTs u cuctem (OTCC)
Cbem MHOOPMaLMOHHBIX CUrHaNOB C Lienei 3a3eMN1eHUA OCHOBHBIX 0,25 HU3KasA

TexHW4ecKkux cpeacts u cuctem (OTCC) M BCROMOraTeNbHbIX TeXHUYECKMX
cpeacTs U cuctem (BTCC)

Vrposb! yTeuku MHGOpMaLUK NO KaHanam MN3MMH. MapameTpuuyeckme KaHanbl yTeuKu UHpOopMaLUKn

MepexsaT MHGOPMALIUM NMyTEM "BbICOKOYACTOTHOTO o0b6ay4eHna" OCHOBHBbIX 0,25 HU3Kan
TeXHUYECKMX cpeacTs v cuctem (OTCC)

Vrpossbl, peanusyembie npu Gpusmdeckom goctyne

Kpama N3BM 0,35 cpeaHas
BbiBoA U3 CTpOA Y3108 [9BM, KaHanos cBA3N 0,35 cpeaHan
Kpaska 3n1emMeHTOB (ecTkuii auck) N3BM 0,35 cpenHas
HecaHKLMOHMPOBaHHbIA AOCTYN K MHPOPMALMKM NPK TEXHUHECKOM 0,25 HU3KanA
obcnywusanun (peMoHTe, MoaepHusauum) N3BM

Kpaa K/Iouel oT nomeLLeHuid, ceitgpoB 0,35 cpeaHsas
Kpaxa HocuTeneit knoyesoii nHbopmaumm 0,35 cpepHAan
KpaKa MHAMBUAYaNbHBIX YCTPOCTE MAEHTUUKALMY 0,35 cpeaHss
Yrposbl, BO3HMKAKOLWME NPYU UCNO/B30BaHUMU CHbEMHBIX HOCWTENEe NEPCOHANbHBIX AAHHBIX

Kpaa cbemHbIx HocuTenei N 0,25 HK3Kan
Mcnonb3oBaHUe He YUTEHHBIX HocuTeneit MOH 0,35 cpegHan
Y1paTa CbeMHbIX HocuTenel MNaH 0,25 HU3KaA




Yrposbl BHepeHMA NporpammHbIxX 3aKnagok

KomnbloTepHbie Bupychb! 0,25 HU3KanA
HecaHKUMOHMpOoBaHHaA MOANPUKALUA MAKM YHUUTOMKeHUe 3aWwmLLae Mo 0,25 H13KaA
MHpopMaLMK

HecaHKLMOHUpOBaHHbIN nepeHoc salyaemon MHGopMaLMK Ha Teepayio 0,25 HW3Kan
KoMt

HecaHKUMOHMpPOBaHHbIM A0CTYN BHELWHMX HapywuTenei K pecypcam MCnau 0,25 HU3KaA
3arpyska OC ¢ BHELWHUX HocuTenes (CD, DVD, USB Flash, BHewHuii USB - 0,25 HW3KadA
BUHYECTEp U T. 4.)

HecaHKUMOHUPOBaHHOE OTKAIOYEHME CPe/CTB 3alUUThI 0,25 HU3Kan
Yrpo3bl HECAHKLMOHMPOBAHHOTO AOCTyNa No KaHa/jam CBA3MU

Mepexsat uHpopmaLmMm, nepepasaemoii no JNIOKaNLHOW cetu 0,25 HW3KanA
Mepexsat uHdOpPMaLmK, nepesasaemoii no CeTAM MexyHapoaHoro obmeHa |0,25 HU3Kan
CraHupoBaHue, HanpaBieHHoe Ha BbiAaBneHune Tuna OC, OTKPLITLIX NOPTOB U 0,25 HU3Kas
CNyHB, OTKPLITLIX COBAUHEHMI 1 ap.

Moa6op naponeii HEPEe3 NOKaNbHYIO BLIYUCAUTENLHYIO CETh opraHusauuu uam (0,25 cpeaHuii
CeTU MeXayHapoaHoro o6MeHa

HecaHKUMOHUpPOBaHHbII AOCTYN Yepes Cet MexayHapogHoro o6mena 0,35 cpenHuii
HecaHKUMOHUpoBaHHbI A0CTYN Yepes JIOKaNbHYH BbIYUCAUTENBHYIO CeTh 0,35 cpeaHuii
OpraHM3aumm

HecaHKLMOHWPOBaHHbIN yaaneHHbIi 3anycK NPUNOMNKEHNIA 0,25 HU3Kas
MosameHa AoBepeHHOro 06beKTa cety 0,35 cpeaHui
BHeApeHWe noxHoro o6bekTa 0,35 cpenHuin
HaBeAasbiBaHMe nosHoro MmapuwpyTa 0,25 HWU3KaA
Yrposbl HenpefHamepeHHbIX aeiicTemii BHYTPEHHUX HapywuTenei

HenpeaHamepenHas MOANDUKALMA UAKM YHUUTOKEHUE MHOpMaLMK 0,25 HU3Kan
COTPYAHMKaMu, AoNYLIEHHBIMK K ee 06paboTke

HenpegHamepeHHoe OTK/IIOYEHUE CPeacTB 3aWMThbl 0,25 HU3KaAa
YTpara ktoueit oT nometLenuii, ceidos 0,25 HU3Kan
YTpata HocuTeneii Kiouesoi MHdOpMaLMK 0,25 HUW3KanA
YTpata uHOMBMOYyanbHbIX yCTpOiicTB MAeHTUDUKaLIMM 0,25 HMU3KanA
¥rposbl HegeKkNapupoBaHHBIX (HEAOKVMEHTHPOBEHHHX) BO3MOHOCTEH

Yrposbl, CBA3aHHbIE C HaMuMem HeAeKNapupoBaHHbIX 0,25 HUW3Kas

(He,u,OKymeHTMpOBaHHblx) BO3MOXHOCTe# B cuctemHom M0, MCMoAb3yeMOM B
MCnAas;




Yrpo3bl, CBA3@HHbIE C HAIMYMEM HEAEKNAPUPOBaHHbIX BO3MOMHOCTE! B 0,35 cpeaHan
npuknagHom MO, ncnonszyemom B UCTOH;

Yrpos3bl, He cBA3aHHbIE C HA/IMUMEM HedeKnapupoBaHHbIX BO3MOXHOCTEN 0,25 HW3KaA
B NporpammHom obecrnedeHuu, ucnonsayemom 8 UCMNAH

Yrpo3bl HeaTPONOreHHOro XapaKkrepa

CHol cucTembl aneKTpocHabxeHus 0,25 HM3Kasn
CtuxuitHoe 6eacrsue 0,25 HM3KaA

5. Mogenb yrpos 6esonacHOCTH

B Tabnuue N5 npeacrasneHbl akTyaibHble Yrposbl 6e30nacHoOCTv 4/ia MCNAx Nel

«YnpaBsnialoLLas OPraH13aLma», a Takxke cnocobbl Mx NPOTMBOAEHCTBHA.

Tabnuua Ne5

HaumeHoBaHue YposeHb |OnacHoc | BepoaTtH | AKTyasib PekomeHZaLMK Mo NpoTUBOAENCTBUIO
yrposbi MCXO4HOM Tb ocTb HOCTb yrpose
3aWMLLEH | yrpo3el | peanusa | yrposbi
HOCTMU UMK TexHuuyeckue OpraHu3au oHHbIe
yrposbl
Yrpo3sbl YTEUKW BUA0BOW MHbOPpMaLK
MNpocmoTp CpefHUiA |cpegHAA |CPedHAR |aKTyanbH OropaxusawoLue
nHpOpMaLUHK, as CTOMKK;
oTobparkaemoii Ha
JonxHocTHaA
Aucnnee MoHWTOpa
WHCTPYKUMWA
COTPYAHUKaMM, He
Agmunuctpatopa MNAH;
OONYLWEeHHbIMU K
obpaboTtke JonKHOoCTHaRA
nepcoHanbHbIX VHCTPYKLUMUA
AaHHbBIX nons3osatens UCMOH;
MpocmoTp CpeAHWiA  |cpefHAA |CpeAHsAs |aKTyaiabH OropaxuBsaroiue
nHdopmaLuu, an CTOWKM;
oTobpaxkaemoi Ha "
MponycKHOW peXxum;
gucnnee MoHUTOpa
NOCTOPOHHUMM JomKHOCTHanA
NMUamu, VMHCTPYKLMA
Haxo4AWMMKUCA B AamuHucTpatopa MNOH;
noMeLLEeHuH, B
o ! [onwHOCTHaA
KOTOpPOM BeAeTca
WHCTPYKLUMA
obpaboTka
nons3osatena MCMNAH;
nepcoHasibHbIX
OaHHbIX Monoxkenue o CKY;
MpocmoTp CpeaHUii  |cpeaHAs |cpefHsAs |aKTyanbH |Hanosu HonxHocTHan
uHbopmaumu, an WHCTPYKLUMA
oTobpaxaemoli Ha AgmuHucrpaTtopa MN4H;
ucnaee MoOHUTOpa
A P [omxHoCTHanA
NMOCTOPOHHUMHU
[ MHCTPYKLUMA
! nons3osatens UCMOH;
HaxopAwMmuca 3a
npeaenamu




NOMELLEHUA, B
KOTOPOM Befercs
obpaboTka
NepcoHanbHbIX
OaHHbIX

Yrposbl yTeuku uHpopmauum no kasanam NIMMH. DNEKTPOMAarHUTHbIE KaHabl YTEeYKU uHpopmaLmu.

Mepexsat NOGOYHLIX |CpeaHWid |[HU3Kas |[Hu3Kas |He
3NEKTPOMArHUTHbIX aKTyanbH
U3/TY4EHU I as
3/1IEMEHTOB OCHOBHbIX

TeXHUYECKUX CPeacTB

1 cuctem (OTCC)

Cbem HaBoaoK CpefHuid |HM3Kas |HM3Kas |He
noBoYHbIX aKTyanbH
3NEKTPOMArHUTHBIX as

M3YYEHUIA OCHOBHbIX
TEXHUYECKUX CPeacTs
u cuctem (OTCC) ¢
NVHWIA cBA3M,
TEXHMYECKUX CpeacTs
M cucTem
KOMMYHUKaLLMIA

Yrpossl yreuku uHpopmaumm no KaHanam NIMMUH. SnekTpUYecKue KaHanbl yTeuKm uHdopmaumum

Crem cpeaHuit  |HM3Kas |HusKas |He
WMHPOPMALMOHHbIX aKTyanbH
CUTHanNoB C IMHUIA an
INEKTPONUTaHKA

OCHOBHbIX

TEXHUYECKUX CPeacTs

1 cuctem (OTCC)

Coem CPpeaHWii  |HM3Kas |HWM3Kaa |He
MHQOPMALIUOHHBIX aKTyanbH
CUTHanNos ¢ uenei as
333emsieHun

OCHOBHbIX

TEXHUYECKUX CPeACTB
u cuctem (OTCC) u
BCNOMOraTe/ibHbIX
TEXHUYECKUX CPeacTs
u cuctem (BTCC)

Yrposbi yTeuku uHpopmauum no KaHanam NMIMMH. Mapametpuueckue KaHanbl yTeuku nHbopmaymm

Mepexsat
UHGOpMaLMK NyTem
"BbICOKOYACTOTHOrO
obnyyeHus"
OCHOBHbIX
TEXHUYECKUX CPeacTB
1 cuctem (OTCC)

cpeaHuit

HU3KasA

HW3KanA

He
aKTyanbH
an

¥rposbl, peanusyembie Npu Gpusmueckom gocryne




Kpara MN3BM cpeaHuit  |CpeaHAs |HW3KaAa |aKTyanbH |[iBepHoit 3aMoK MpONYCKHOM pexum;
an
BWOEOKOHTPONb OxpaHa;
[OonxHocTHanA
MHCTPYKUMA
nonb3osarens MCMAH;
[onxHoCTHaA
WHCTPYKUMA
Aamunnctpatopa MNaw;
MonoxeHure o CRY/;
BblBOA, U3 CTPOA Y3/10B |CPeAHUIA  |CpeaHAs |HU3KaA | aKTyaibH [lBepHOM 3amOK MpOnNYCKHOW pexum;
M3BM, KaHanoB CBA3M an
BUAEOKOHTPO/b OxpaHa;
JonxHocTHaa
MHCTPYKUMA
ApmunHuctpatopa MAH;
MonoxeHune o CKY[;
Kpaxa anemeHTOB CpeAHWi |CpefHAA |HWU3Kaa |aKTyanbH [BepHOI 3amoK MpONYCKHOM pexum;
WecTKui auck) N3BM an
( ACH) B1aeoKoHTpONb OnnombuposaHue
N3BM;
OxpaHa;
LDonxHoCTHanA
WUHCTPYKUMA
nons3osartens UCMOH;
JomxHocTHana
WHCTPYKUMA
Aagmunuctpatopa MNaH;
MonoxeHune o CRY/;
HecaHKUMOHMPOBaHH |CpeaHuil |Hu3kaa |Hu3kas |He
bl AOCTYN K aKTyasbH
UHpOpMaLMK Npu an
TEXHWUYECKOM
0bCAyKUBaHUK
(pemoHTe,
MOAEpHU3aLMH)
MN3BM
Kpaa kaouei ot cpefHuid  |cpepHAA |HWM3Kaa | aKTyasbH MpPOMYCKHOW peXum;
nomeueHuni, celidos an
- ! ¢ OxpaHa;
JomKHocTHaA
MHCTPYKLMA
nonb3osartensa UCMNAH;
MonoxeHue o CKYL;
Kpaska HocuTenei cpefHuit  |CpeaHas |HW3Kas |aKTyasibH |XpaHeHue B celige |[TpONYCKHOW pexum;
YeBoit an
i OxpaHa;
uHdopmaumm
LonxHocTHan
WUHCTPYKUMA
nonbsosartens UCMNOH;




MypHane yuerta
HocuTenel K4yesoi
MHbopMaumu;

Kpaxa
UHAUBUAYANBHBIX
YCTPOKMCTB
naeHTMduKaumum

HW3KaA | aKTyasbH | XpaHeHue B celige

asa

MponyckHOM pexum;
OxpaHa;

JonxHocTHanA
WMHCTPYKUMA
nonosoearena UCMOw;

MypHan yyeta
MHAMBUAYANbHbIX
YCTPOWCTB
UOEHTUOUKaLMY;

Yrposbi, BO3HMKaIOWMeE NpU ucnon

b30BaHUM CbEMHbIX HOCKMTenel NepCcoHaNbHbIX AaHHbIX

Kpaa cbemHbix
Hocutenei MAx

HWU3KAA |aKTyanbH | XpaHeHue B ceiide

daA

MponyckHoii pexum;
OxpaHa;

JonxHocTHanA
WUHCTPYKUMA
nonesosarens UCMAOwx;

MypHan yyera
MaLUMHHBIX HOCUTeneln
MHGOPMaLLMK;

Monoxenue o CKY/;

Ucnonb3osaHue He
YUTEHHbIX HOCKUTE it

MAx

CPefHAn |aKTyansH |KoHTpons aoctyna
as K BHELUHWUM
ycTpoiicTBam

HonxHocTHan
WHCTPYKLMA
AamuHucTpatopa NAx;

HomkHocTHan
MHCTPYKUUA
nons3osarens UCMAH;

YTparta cbeMHbIx
HocuTenei MAu

HU3Kana dKTya/ibH

as

JonxHoctHaa
MHCTPYKLMA
nonb3osarensa UCMAH;

MypHan yyera
MaLMHHbLIX HOCUTeNel
MHGOpMaLMK;

yrpoabi BHeapeHua MporpammHbIX 3aKNagoK

KomnbioTepHble

HU3KaA |aKTyaneH |Cpepcrtsa

MHCTPYKLMA no

BUPYChbI as aHTMBUPYCHOM OpraHusaumm
3aLUTbI; aHTUBMPYCHOW 3aLmThI B
KoHTpons VTl
LLeNoCTHOCTH
NporpamMmmHbIx
CPeacTs 3aluTh;
HecaHKUMOHUpOBaHH HUSKaA |aKTya/bH |Pe3epsupoBaHiue
aA MoaudUKaLMA Unu an obpabartkiBaemoii
YHUYTOXKEHUE MHOpMaLMH;
3almMwaemol

Peructpauua




nHdopmaLmm oelicTani
ronb3osaTenei;
HecaHKUMOHMPOBaHH |CPEAHUA |CPeaHAs |HW3Kas |aKTyasibH |Perucrpaums
bl NepeHoc an neyaTtu
3aLMILAEMOM KOHOUAESHUMANbHDI
uMHdopmaLun Ha X OOKYMEHTOB;
TBEPAYIO KONWIo
HecaHKLMOHMPOBaHH |CpeaHuit |cpeaHss |HU3Kaa |aKTyanbH |MaeHTUdMKALUMA M | [JOMKHOCTHaR
blli AOCTYN BHELHKUX aA ayTeHTMOUKaLMA;  |MHCTPYKUMA
HapywuTenei K mMmuHucTpaTtopa MNaH;
pef:)\‘:pcam MCHAH Wcnonb3osaHue AR paTopalas;
CMapT-KapT, MonoxeHune o CRY[;
3NEKTPOHHBIX
P MHCTPYKUWSA no
3aMKOB W OpYrux
:, opraHvsauuu
HOHTEIER aHTUBUPYCHOM 3aLMThI B
uHpopmauuu ana Ry
. UCnau;
HageXHOM
MAEHTUPMKALMKA ¢
ayTeHTUOUKaLMK
nonb3oBaTenei;
KoHTponb goctyna
K MHbopmaLumu,
XpaHalleiica 8
M3BM;
KoHTponb poctyna
K MHpopmaLmu,
XpaHsaweics 8 bA;
Pernctpauus
nercTBUi
nosb3oBaTenei;
3arpy3ka OCc cpegHuit  |HM3Kas |manosep |He
BHELIHUX HocuTenen OATHO aKTyanbH
(CD, DVD, USB Flash, an
BHELWHUIA USB -
BMHYECTEp U T. 4.)
HecaHKUMOHMPOBaHH |CPedHU |HM3Kaa |manosep He
o€ OTK/oYeH e 0ATHO aKTyanbH
CpeacTs 3almThbl as
Yrpozbl HeCaHKLMOHMPOBaHHOIO AOCTYNA NO KaHalam CBA3U
MepexsaT cpeqHuit  |HM3Kaa |Hm3Kas |He
“HbOpMaLmK, aKTyanbH
nepegasaemoii no as
NIOKanbHOM cetu
Mepexsat cpefHWit  |HM3Kas |manosep |He
nHdopmaumu, 0ATHO aKTyanbH
nepegasaemoi no as
ceTam
MEeMAyHapoAHOro
obmeHa
CKaHupoBaHue, cpeaHuit  |cpefHAs |HW3KaAa |akTyanbH |MexceTesoe JonHocTHanA
Hanpas/ieHHOe Ha 3KpaHUpoBaHue WNHCTPYKLMA




BblABAEHKWE TUna OC, an (koHTpoAb Internet (nosb3osatens MUCMAak;
OTKPbITLIX MOPTOB U Tpaduka);
CNyK0B, OTKPLITHIX
COZ:' M;ieHu[;u 7 CHCTaMH
A AP- obHapyweHua
BTOPMEHUI;
Moabop naponeii CPeaHWii | cpeaHuii |cpeannii aKTyanbH | Cucremsl JomxHocTHas
4epes oKanbHy an o6HapyxeHus MHCTPYKUMA
BbIYMC/IUTENIBHYIO CeThb BTOPMKEHWIA; nosb3sosatens UCMaH;
OpraHusauum unu
P 4 LonxHocTHan
cetm
MEXAYHapo4HOro MHETRY LR
MUHUCTpaTopa MAH;
obmeHa AR Raropalig
HeCaHKUMOHUpPOBaHH cpegHuii  |cpepHuii CpeaHuit |akTyanbH | MexceTesoe [onxHoctHas
bl JOCTYN yepes cetu an 3KpaHUpoBaHue WHCTPYKUMA
MeXayHapoaHoro (koHTponb Internet AomuHuncTpatopa MN/H;
obmeHa Tpaduka);
Cuctemsi
0bHapyxeHua
BTOPXKEHMUIA;
Cuctembl aHanmaa
3alUMLLIEHHOCTH;
HecaHKuMoHUpoBaHH CPeaHui  |cpenHuii | cpeaHuii aKkTyanbH | Mexceresoe HomxHocTHanA
bt JOCTYN Yepes as 3KpaHWpoBaHUe MHCTPYKUMA
NOKanbHyo (KoHTpOAb Internet AgmuHucTpartopa MAH;
BbIYUCAUTENbHYIO CeTh Tpaduka);
opraHusaumm
P 4 Cucremsi
oBHapymeHun
BTOPMKEHUI;
.| CucTemsbl aHanusa
3aLULMLLIEHHOCTH;
HecaHKUMOHWPOBaHH |cpeanunit  |Huzkas HU3KaA [He
bli yaaneHHbIi 3anyck aKTYyanbH
NPUNOHEHMIA as
MoamenHa CPeAHWIA  |cpedHuii |cpeaHuii aKTyasbH [ CucTemsl HonxkHocTHas
A0BEpeHHoro obbekra as oBHapyKeHus MHCTPYKUMA
cetu BTOPMEHMNIA; nonesosarena NCMNAw;
BHeapeHue noxHoro | cpeanmii CPeAHWil |cpeaHuii |akTyanbH | CUcTeMbi fonxHocTHan
obbekTa an 0BHapyKeHus MHCTPYKUMA
BTOPMEHMIA; noae3osarena UCMNAH;
HaBsazbiBaHme CPeOHWIA  |HM3Kaa |HM3Kaa |He
NOXKHOro MapLupyTa aKTyanbH
aA
Yrposbl HenpesHamepeHHbIX AelicTaunii BHYTPEHHUX HapywuTenei
HenpegHamepenHas CpegHuii  |HusKas manosep |He Pesepeuposanue
MmoaudUKaLma nam 0ATHO aKTyanbH |06pabarbiBaeMoii
YHUYTOXEHUE as HdopmMaLmu;
MHpopMaLmK

COTPYAHMKaMMK,




LOMYLUEHHBIMU K ee

o6paboTtke

HenpesaHamepeHHOe |cpegHuid |HM3Kaa |manosep |He

OTK/HUYEHME CPEACTB 0ATHO aKTyabH

3aLWMUThI an

YTpata Katoyel ot cpegHuit  |HU3KaAa |HM3Kaa |He JonrKHOCTHan

nomeLueHui, celidos aKTyanbH MHCTPYKLMA

as nonb3osatensa UCMOH;

YTpara HocuTenel cpeaHuii  |HM3Kaa |Hu3Kaa |He LonxkHoCcTHas

KNK0YeBoit aKTyanbH MHCTPYKLMA

MHGOpPMaLIUK as nonbsosartena NCTOH;
HypHan ydeta
HocuTenei Kn4yeson
nHbopMaLmu;

Ytparta CpefHWM |HU3Kaa |Hu3Kaa |He

WMHAMBUAYANLHBIX aKTyanbH

yCTpoMCTB as

naeHTMdUKauum

Vrpo3bl HeAeKNapUPOBaHHbIX (HEAOKYMEHTUPOBaHHbIX) BO3MOXKHOCTEH

Yrpossbl, CBA3aHHbIE C cpegHMit  |HM3Kaa |Hu3kas |He YcraHoBKa

Hanuyuem aKTyasbH | cepTMdULMPOBaHH

HeaeKknapnmpoBaHHbIX an bIX CPELCTB

(HeAOKYMEHTUMPOBAHH 3awmTbl 1 MO

bIX) BO3MOMHOCTEN B

cuctemHom MO,

UCMob3yeMoM B

MCNaH;

Vrposbl, CBA3aHHbIE C |CPeAHMIA  |CPeAHMI |CpeaHuil |aKTyabH |YCTaHOBKa

HanuumMem as cepTUduLMpOBaHH

HeaekNapupoBaHHbIX bIX CPEeACTB

BO3MOXHOCTEN B 3awmTl 1 MO

npuknagHom Mo,

MCNoNb3YyeMOM B

MCnamx;

Yrpos3bl, He cpegHuid  |HM3Kkaa |Hw3Kkaa | He YcTaHoBKa

CBA3aHHbIE C aKTyasbH | CepTUPULMPOBaHH

Hannymem aA bIX CPEeACTs

HeaeKnapMpoBaHHbIX 3awmTel 1 MO

BO3MOMHOCTEN B

nNporpaMMHOM

obecneyeHuu,

MCNO/b3YyEMOM B

WCNAau

Yrpo3bl HEATPOMNOTEHHOI0 XapaKkTepa

C6oii cuctembl cpeaHuit  |CPEAHAR |HM3Kaa |aKTyanbH |MCTOYHMKN

3N1eKTPOCHabKeHMA as GecnepeboiiHoro
NUTAHUS;
PesepeupoBaHue

oBpabaTbiBaemoi




MHbopmaumu;

CruxuitHoe Geacteue |cpegHuit  |cpeamss |Huskas aKTyanbH | MoxapHas
as CUrHaNM3auus;

3AK/TIOMEHUE

1. AKTyanbHbIMuU yrposamu 6esonacHocru NA+x 8 UCNOH Nel aensiores:
- YrpO3bl OT LeilCTBUIA BPeAOHOCHbIX nporpamm (supycos);

- YTPO3bl yTpaThl Knioyel u aTpubyTos aoctyna;

- Aoctyn K uHPOpmMaumMu, KonupoBaHue, MOAUPUKALMA, YHUUTOXKEHME SIULAMM, He
AONylEeHHbIMK K ee 06paboTke

- Pasrnawexue uHopmaLuu, KonuposaHue, MOAUPUKaLMA, YHUUTOMKEHUe PaboTtHuKamuy,
AONYyLIeHHbIMK K ee 06paboTke

- YrpO3bl BbiAABNEHMA Naponieii no ceTu;
- YTPO3bl BHEA\peHNA N CeTU BpeJOHOCHBIX NPOrpamm;

~ YTPO3bl, CBA3AHHbIE C HA/NMYMEM HEAEKNapUPOBAHHBIX BO3MOXHOCTe B mpuKaagHom MO,
ucnonesyemom 8 UCMAQH.

2. Heob6x04uUMO BbiNnonHeHue cneaylouwmnx TpeboBaHmii:

- OpraHusauua pexxuma obecneyeHus 6e3onacHoOCTU MOMELLIEHWIi, B KOTOPbIX pasmelleHa
UCNnaus Nei, NPenATCTBYIOWEro BO3MOMHOCTH HEKOHTPO/NIMPYEMOrO MPOHMKHOBEHUA WU
npe6biBaHUA B 3TUX NOMeELLEHMAX /L, HE MMEeIoWWX NPaBa AOCTYNa B 3TU NOMeLLEHUS;

- obecneueHue coxpaHHOCTM HocuTenel MePCOHaNbHbIX AaHHBIX;

- YTBepXKaeHue gupektopom ObliecTtsa AOKYMEHTa, onpeaensAolero nepeyeHs uL, aocrtyn
KOTOPbIX K NepCcoHanbHbIM faHHbIM, obpabaTbiBaembim B UCNAOx Nel, Heobxogum ansa
BbINO/THEHMA UMK TPYAO0BbIX 06A3aHHOCTeI;

- MCNONb3oBaHWe  CPeAcTB 3almTbl  MHGOPMALMHK, npowegwnx npoueaypy OLLEHKU
cootsetcTBuA  TpeboBaHWUAM 3aKOHOAATENLCTBA Poccuiickoit  ®egepaumns  obnactu
obecneyeHus 6esonacHocTu uHopmauuu, B cnyvae, KOraa npuUMeHeHMe TaKux CpeacTB
Heobxoaumo ans HeUTPann3aLMmM akTyanbHbIX yrpos;

- peanusauma napoabHOMN NONTUTUKM, YCTaHaB/MBaoLan OGFIBaTEIIbHVIO CTOXHOCTb M
Nepuoan4YHOCTb CMEHbI napons,;

- METOAbl U CpeAcTBa ayTeHTUOUKAUMM NoMb3oBaTENel Ha OCHOBe usb-knitoueit, naponeit u
JIOTMHOB gocTyna

- TexHuueckn obecneuntb obasaTenbHy0 PErMCTpaLMio U y4eT Bcex [AeiCTBUM, KOTOpbie
NOAb30BaTeNIM COBEPLUAIOT C NEPCOHANbHBIMU AaHHbiMK B UCMOH Nel



- MEpONpPUATHA MO KOHTPO/IO AOCTYNa B KOHTPO/MUPYEMYIO 30HY /ML, HE MMEIOLMX J0CTYNA K
obpaboTke MNAH

- PerynApHbIil MHCTPYKTaX Nosb3oBateneil 0 mepax NpeAoTBPALLEHUA BUPYCHOTO 3apaeHna

- OpraHu3auua NOCTOAHHOTO KOHTPO/A Haz, BbIMO/HEHMEM MO/b30BATENAMM WMHCTPYKUMIA MO
obecnedenmio 3awwuTbl NIH, NOA0XKEHWI NAPOILHOW NOAUTMKK, U 38 UX OeUCTBUAMU B CNY4anX
yTpaThbl N KOMMPOMETaLMKM Naponen

- noAnucaHue NoAb30BaTENAMU AOKYMeEHTa 0 HepasraaweHuu MNAH.
3. CocraB u cogepaHue mep no obecneyenuio 6esonacHoctv NAH 8 UCMNAH Nel

B cooTsetctaum ¢ Tpebosanuamu lMpukasa GCTIK Poccun oT 18 despana 2013 r. Ne 21 «06
yTBepxaeHun CocTaBa U coflepiaHnA OPraHU3aLMOHHbIX M TEXHUYECKMX Mep Mo obecneueHuio
6e30MacHOCTM  MEepCOHanbHbX  AaHHbIX npu  ux  obpaboTke B MHGOPMALMOHHBIX
CUCTEMaX MepCoHabHbIX AaHHbIx» O6uecTey Heobxoaumo obecneunTb 6a3oBbiit coCTas Mep
no obecnevyeHuio 3 YypOBHA 3alUMLLEHHOCTM mnepcoHanbHbiXx AaHHbix B WUCMAH Nel,
npuseaeHHbIin 8 Tabauue N26.

Tabnuuya N26

(]

YcnosHoe 0603HaueHWe 1 Copepranue mep no obecneueHunio 6e30nacHOCTU NePCoHa/bHbIX AaHHbIX
5

HoMep Mepbl

I. UpeHTudMKaLma 1 ayTeHTUdUKaLUA cyGbeKToB goctyna u o6bekTos goctyna (MAD)

NAD.1 NaeHTMUKaLMA U ayTeHTUMKALIMA NONb30BaTeNel, ABNAILIMXCA PaboTHMKaMu
onepaTtopa
NAD.2 MpoeHTMOMKaLMA U ayTeHTUUKALMA YCTPOWCTB, B TOM YUC/E CTaLlMOHapHbIX,

MOBMBbHBIX ¥ NOPTATUBHbIX

NAD. 3 YrnpaBneHue uaeHtuduraropamu, B TOM YUCIE CO34aHME, MPUCBOEHUE,
YHUUTOMKEHME MAEHTMOUKATOPOB

NA®D.4 YnpasneHue CpeacTsamu ayTeHTUPMKaLMK, B TOM YUC/Ie XpaHeHHE, Bblaa4a,
MHUUManu3auma, 6N0KMpoBaHMe CpeacTs ayTeHTUUKALIMK U PUHATUE Mep B
cyyae yTpatsl M (MAK) KOMAIPOMETALMM CPEACTE ayTeHTUdMKaLMM

NAD.5 3awuTa 06paTHOIi CBA3W NPY BBOAE ayTEHTUDUKALMOHHON MHPOPMALMK

NAD.6 WNaeHTMdMKALMA U aYTEHTUPUKALMA NONb30BATENEN, HE ABNAIOLLMXCA
paboTHUKaMK onepaTopa (BHElHMX nob3osaTenei)

II. YnpaeneHue gocrynom cy6beKTos goctyna kK o6bektam gocryna (yng)

yna.i YnpasneHue (3aBefeHue, akTuBauua, 610KMpOBaHUE U YHUYTOMEHKE)
YYETHLIMU 3aMMCAMKW NONb30BaTENe, B TOM YMC/E BHELUHUX nonb3osarenei

yng.z Peanusauma Heo6X0AMMbIX METOAOB (AMCKPELMOHHINA, MaHAATHbIA, poneBoi
WNK MHOM MeToZ), TMNOB (4TeHMe, 3anuch, BLINOAHEHUE UM MHOM TMN) U NPaBua
pasrpaHvyeHuna aocTyna

3 Homep mepbl NpUBEAEH B COOTBETCTBUM C Mpukasom GCT3K Ne21
¢ Hymepaliua cogep<aHua Mmep npuseeHa B COOTBETCTBUM C [prUKkasom ®CT3K Ne21




yna. 3

YnpasneHue (punstpaLus, MapLIpyTU3aLua, KOHTPOIb COEANHEHMH,
OfHOHanpas/ieHHaA nepegaya U UHbIE Clocobbi ynpasneHus)
MHOOPMALMOHHBIMM NOTOKaMM MeKay yCTpoMCcTBamM, cermeHTamm
MHPOPMALIMOHHOI CUCTEMBbI, 3 TaKKe Mexay MHPOPMAaLMOHHBIMU CUCTEMaMM

yna.4

Pasgenenue noaHomoumii (poneit) nonbsosateneii, 8AMMHUCTPATOPOB M /KL,
obecneunsaoLmx GYHKLUMOHMpPOBaHME MHPOPMALMOHHOM CUCTEMBI

yna.s

HasHaueHne MUHUMaNbHO HeoBxoauMbIX Npas 1 Np1BMIEruii nonb3osatenam,
aAMWHUCTPaTOpPam u iuLam, obecrneunsalowmm dYHKUMOHMpPOBaHUe
MHPOPMALIMOHHOM CUCTeMbI

yna.e

OrpaHuyeHne HeycneLHbIX NoNBITOK BXOAa B MHPOPMALMOHHYIO CUCTeMyY
(@octyna k nHdopmaumoHHoi cucreme)

ynA.10

BrokupoBaHMe ceaHca gocTyna B MHPOPMALIMOHHYIO cucTemy nocne
YCTaHOB/I€HHOTO BpemeHH 6e3aeicTBuA (HeaKTUBHOCTH) NOAbL30BATENA MAM no
ero sanpocy

yna.i1

PaspelueHue (3anpet) gelictauii nonb3oBareneii, paspelleHHbIx 40
MAGHTUGUKALMM W ayTeHTUUKaLMM

yna.i3

Peanusauua salwmweHHoro yaaneHHoro A0CTYNa cybbeKToB 40CTYNa K 06beKTram
£0CTyna Yepes BHelWHue MHGOPMALMOHHO-TENEKOMMYHUKALMOHHbIE CeTH

yna.i4

PernameHTauma U KOHTPOIb MCMONBL30BAHMS B MHPOPMALMOHHOM CcUCTeMe
TexHonorui GecnposoaHoro aocTyna

yng.is

PernameHTaLma 1 KOHTPOAb MCNONBL30BAHMS B WHPOPMaLIMOHHO cucTeme
MOBM/IbHBIX TEXHUYECKMX CPEACTB

Yra.16

¥YnpasneHue s3aumoseiicTeuem ¢ MHHOPMALMOHHLIMY CUCTEMAMM CTOPOHHMX
OpraHMsaumii (sHelWHWe MHGOPMaLMOHHbIE CUCTEMBI)

IV. 3awmra MalwmMHHBIX
HOCHTENel NepCoHaNnbHBIX
AaHHbIX (3HU)

3HW.8

YHu4TONKEHUE (CTUPaHMe) MK obesnuumnBaHme MEePCOHaNbHbIX AaHHBIX Ha
MALLMHHbIX HOCUTENAX NPU MX Nepeaaye Mexay Nnonb30BaTENAMM, B CTOPOHHME
OpraH13aLnmM ANA PEMOHTa UK YTUAM3ALIMM, 3 TaKKe KOHTPO/Ib YHUYTOMKEHMUS
(cTupaHusa) unu obesnnumsanus

V. Peructpaumsa coboiruii
GesonacHoctu (PCB)

PCB.1 Onpepnenexne cobbituit besonacHocTy, nognexalumx PerucTpaumm, U cCpoKos mUx
XpaHeHusA

PCE.2 Onpeaenenue coctasa u CopepiKaHma MHPOPMaLUK O COBLITUAX 6esonacHocty,
NoANexalLnx perncTpaumm

PCE. 3 C6op, 3anu1ck 1 xpaHeHue MHGOpMaLMK 0 cobbiTAx Ge3onacHoCTH B TeyeHue
YCTaHOBNEHHOTO BpEMEHM XpaHEeHHs

PCB. 7 3awmTa MHOOPMaLMK O COBLITUSAX be3zonacHocT

VI. AHTHBMpYCHas 3awWwuTa (AB3)

AB3.1

Peannsauuna aHTMBUPYCHOM 3awuThl




AB3.2

O6HoBNEHME Basbl AaHHbIX NPU3HAKOB BPEAOHOCHLIX KOMMLIOTEPHBIX NPOrpamm
(Bupycos)

VIil. KouTponb (aHanu3) 3aluileHHOCTY NepCoHanbHbIX AaHHbIX (AH3)

AH3.1 BbIABNEHWE, aHaNN3 YA3BUMOCTER MHOOPMALIMOHHOM CUCTEMBI M ONepaTUBHOE
yCTpaHeHue BHOBb BbIABNIEHHbIX YASBUMOCTEI

AH3.2 KoHTpONb ycTaHOBKM 06HOBNEHMIA NporpammHoro obecneyeHus, BrOYaA
o6HOBAEHWE NPOrpaMMHOro obecneyeHn CPeacTs 3auTsl MHGopMaLmu

AH3.3 KoHTposib paboTocnoco6HOCTM, NapameTpoB HaCTPOKKM Y NPaBUNbHOCTH
YHKLMOHUPOBaHUA NPOrpamMmmHOoro obecneyeH1a u CpeACTs 3alunThl
uHdopmaLuuu

AH3.4 KOHTpONL coCTaBa TEXHUYECKUX CPEACTB, NPOrpaMmMHOro obecneyeHnA u

CpefCTB 3aluuThl MHPOPMaLMK

XI. 3awuTa cpepb! BupTYanu3alum (3CB)

3CB.1 WpeHTuduKaLmMa n ayTeHTudMKaLmA cyGbeKTos AocTyna v 06bekTos AocTyna B
BUPTYaNnbHOM MHOPACTPYKTYpE, B TOM YUCNE 34MUHACTPATOPOB YNpasieHu!A
CpeacTBaMM BUPTYann3aumu

3CB.2 YnpasneHue AOCTYNOM cy6beKToB AOCTyna K o6beKTam A0CTyna B BUPTYaibHOM
MHOPACTPYKTYPE, B TOM YMCAE BHYTPY BUPTYaNbHbIX MALLWH

3CB.3 Peructpauma cobbiTuii 6€30MacHOCTH B BUPTYanbHON MHOPACTPYKType

3CB.9 Peanu3auus v ynpasneHne aHTMBMPYCHOM 3alUMTON B BUPTYaNnbHOM
WHPpPacTpyKTYype

3CB.10 Pas6ueHme BUPTYyanbHOI MHGPACTPYKTYPLI HA CErMeHTbI (CerMeHTMposaHmne

BUPTYanbHOI MHPPACTPYKTYPLI) ANna 06paboTKM NepcoHanbHbIX AaHHbIX
OTAeAbHBIM N0Nb30BaTENEM K (MnKM) rpynnoit nonb3osaTenen

XII. 3awuTa TexHuyeckux cpegcrs (3TC)

37C3

KOHTPOAb 1 ynpasneHue pUanHeckum AOCTYNOM K TEXHUYECKUM CPEACTBaM,
cpeAcTBam 3aliuThl MHGOPMaLIMK, CpeacTBam obecnedeHus
YHKLUMOHMPOBAHMWA, @ TAKXKE B NOMELLEHWUA U COOPYKEHWUA, B KOTOPbIX OHW
YCTaHOB/IEHbI, MCKNIOYAIOLIME HECAHKLIMOHMPOBAHHbIi bU3UYECKUI JOCTYN K
cpeactsam 06paboTkM MHGOPMaLIMK, CPEACTBaM 3aLLMUTHI UHpOpMaLIMK U
cpeacTam obecnederus GyHKLMOHMPOBAHUA MHOOPMALIMOHHOM CUCTEMBI, B
NOMELLEHVA U COOPYIKEHUS, B KOTOPbIX OHW YCTaHOB/IEHbI

3TCA4

Pa3meLLeHue ycTpoiicTs BbiBoAA (0ToBpaxeHus) HGOPMaLIMKM, NCKNIOYaKOLLee
ge HeCaHKLMOHMPOBaHHLINM MPOCMOTP

Xill. 3awmTa MHPOpMaLMOHHOI CUCTEMBI, 88 CPEACTB, CUCTEM CBA3W U NEpeAayn AaHHbIX (3UC)

31C.3 ObecnevyeHue 3alMTbl NEepPCOHaNbHbIX AaHHbIX OT PacKpbITUA, MmoaMuKaumm 1
HaBA3bIBaHMA (BBOAA IOKHOI MHbOPMALMK) Npyu ee nepeaaye (NOArOTOBKE K
nepefaye) no KaHasam CBA3M, MMEIOLLIUM BbIXOZ, 3@ NPeAeb KOHTPO/IMPYEMOM
30HbI, B TOM yMcne BecnpoBOSHBIM KaHanam CBA3U

3UC.20 3almTa 6ecnpoBOAHbIX COBAMHEHN, TPUMEHAEMBIX B MHbOPMALLMOHHOM

cucTteme

XV. YnpasneHue KoHdurypaumei MHOOPMALMNOHHOW CUCTEMbI M CUCTEMbI 3LLMTBI NEPCOHANBHBIX AAHHBIX




(VK®)

YK®.1

OnpeseneHne nuu, KOTOPLIM paspeleHbl AeiiCTBUA NO BHECEHMIO U3MeHeHu! B
KOHQUIypaLmIio MHGOPMaLMOHHOM CUCTEMbI 1 CUCTEMBI 3aLWMTbI NEPCOHANbHBIX
AaHHbIX

YK®.2

YnpasneHue sMeHeHUAMN KOHGUrypaLmm MHOOPMaLMOHHOM CUCTEMBI W
CUCTEMbI 33LLUMTbI NEPCOHANBHBIX AaHHBIX

YK®.3

AHan13 NoTeHUMaNnbLHOro Bo3AeicTam NAaHMPYEMbIX U3MEHEHMUIA B
KOHGUIYPaLMM MHGOPMALMOHHOM CUCTEMbI U CHCTEMBI 3aLMUTLI MEPCOHaNBHbIX
AaHHBIX Ha 0becneyeHmne 3aLmTbl NePCOHANbHBIX AaHHbIX U cornacosamue
U3MEHEHMI1 B KOHOUTYPALMM MHPOPMALMOHHOM CUCTEMBI C LOMKHOCTHBIM
nuuom (paboTHUKOM), OTBETCTBEHHBIM 3a oBecneyeHie HesonacHocTu
NepcoHanbHbIX AaHHbIX

YK®.4

LloKymeHTUpoBaHKe nHdopmaLmu (maHHbIX) 06 M3MeHeHuax B KOHOUrypaumm
MHHOPMALMOHHON CUCTEMbI M CUCTEMBI 334U Thbl NEPCOHANbHBIX AaHHBIX
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